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1. POLICY STATEMENT 
 
The National University of Singapore (the “University”) recognizes that risk 
management is a key element of sound governance and management practice. This 
is particularly important in an increasing Volatile, Uncertain, Complex and 
Ambiguous (“VUCA”) world.     
   
The management of risk is a shared responsibility at all levels of the University. The 
Chief Risk Officer and his team oversees the implementation of the ERM Policy and  
Framework, as well as facilitates and coordinates the processes, including:  
 
 Tracking global, regional and local risk landscape; 
 Identifying, reviewing and ranking strategic and operational risks;  
 Applying a pre-emptive and recovery lens on risks and crisis; 
 Assigning, tracking and proactive monitoring of risks; and 
 Risk-reporting to the University’s Executive Committee / Boards and the Risk 

Management Steering Committee. 
 
The University’s guiding principles in managing risk are that:   
   
 The Board of Trustees and Senior Management are responsible  for 

overseeing risk management within the University;  
 The Board of Trustees and Senior Management adopt an open and receptive 

approach to solving risk problems;  
 The Senior Management support, advise on and implement policies approved 

by the Risk Management Steering Committee;  
 The University makes conservative and prudent recognition and disclosure of 

the financial and non-financial implications of risks and opportunities;  
 Deans, Vice-Presidents, Directors and Department Heads are responsible for 

encouraging good risk management practices within their units; and,  
 Key risk indicators are identified and monitored on a regular basis.  

 
Line managers are required to effectively integrate the ERM Policy and Framework 
into activities for which they are accountable. Employees are required to maintain 
awareness of the risks that relate to their work group and to actively support and 
contribute to the management of these risks. 
 
The University will identify and manage its enterprise risks in support of its vision, 
mission, goals and future strategies. These are set out in the strategic plan and its 
operations.  The University cannot seek to eliminate risk; rather, it will ensure that 
existing and emerging risks are proactively identified and managed, within 
acceptable risk tolerances. As crisis in the Chinese language is both a danger and 
an opportunity, the risk function together with the business units in the University will 
work together to capitalise on the opportunities while making every effort to address 
the dangers of the black swan an black elephant risk events.  

 

Prof TAN Eng Chye 
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2. ENTERPRISE RISK MANAGEMENT POLICY (“ERM POLICY”)     

Purpose 
 
The University is committed to establishing an institution that ensures risk 
management is an integral part of all university activities and a core capability. 
Enterprise Risk Management (“ERM”) ensures the continued growth and success of 
the University. The ERM function assists all levels of the administration in achieving 
the University’s strategic objectives by bringing a systematic approach to evaluating 
and improving the effectiveness of risk management and control.  
   
The University’s objectives in managing risk include:  
   
 Anticipating and responding to changing social, environmental and legislative 

conditions – Risk Landscape 
 Integrating risk management into the culture and strategic decision-making 

process of the University – Risk Culture 
 Managing risk intelligently in accordance with best practices, and 

demonstrating due diligence in decision making – Risk Intelligence  
 Regarding legal compliance as a minimum standard – Regulatory 

Compliance 
 Balancing the cost of managing risks with the anticipated benefits; and,  
 Raising awareness of the need for risk management – Risk Appetite  

   
NUS ERM is designed to identify potential events and trends (which are commonly 
defined as ‘Risks’) that may significantly affect the University’s ability to achieve its 
strategic goals or maintain its operations, either positively or negatively.  These can 
be Black Swan and Black Elephant events in risk terminology. Through the ERM 
process, identified potential risks and incidents are assessed against the University’s 
level of risk tolerance, to provide reasonable assurance regarding the achievement 
of the University’s objectives. 
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Roles and Responsibilities 
 
All staff members of the University are responsible for the effective management of 
risks including the identification of potential risks.  Management is responsible for 
the development of risk management processes. The implementation of risk- 
reduction strategies is by identified risk owners and rolled out to segments of its 
community through relevant risk clusters.  Risk management processes are 
integrated into existing planning processes and management activities.  

 
Titles Roles and Responsibilities 

President 

 

The President of NUS is accountable to the Boards of Trustees for the 
following: 

 Establishing and maintaining a culture of risk awareness and 
intelligence; 

 Ensuring governance mechanisms effectively monitor risks and the 
way they are managed; and 

 Ensuring employees receive support in fulfilling their responsibilities. 

Senior Management 

(Senior Deputy 
President, Deputy 
Presidents, Provost and 
CEO NUS Enterprise)  

 

Deputy President 
(Innovation & Enterprise) 

 

 

 

Senior Management is accountable for strategic risk management within 
areas under their control including the delegation of risk management 
process to Vice-Presidents, Vice-Provost, Deans, Directors and 
Department Heads.  Collectively, the Senior Management team is 
responsible for: 

 the formal identification of strategic risks that impact the University’s 
goals;  

 determination of priorities;  

 development of strategic risk management plans;  

 monitoring progress in managing risks; and 

 reviewing the progress of the strategic risk management plan.  

Vice-Presidents, Vice-
Provost, Deans, 
Directors and 
Department Heads 

 

 

 

Vice-Presidents, Vice-Provost, Deans, Directors and Department Heads 
are accountable for:  

 implementation of this ERM Policy within their respective areas of 
responsibility, incorporating risk management into their planning 
processes and management activities including appointing 
respective risk representatives and setting up of local risk structures 
like the Risk Management Local Committee (“RMLC”);  

 actively participating in the risk assessment process; and  

 reporting on the status of items in the risk register as required when 
it impacts their respective responsibilities as part of either the annual 
planning or review cycle.  
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Titles Roles and Responsibilities 

Risk Clusters and 
Representatives 

 

There are 5 risk clusters including Academic, Research, Enterprise & 
Transformation, Campus Infrastructure and Administration for the 
deployment and implementation of risk strategies and initiatives.   

These are technically expert representatives appointed by the Senior 
Management,  Deans, VP, Directors and Department Heads to facilitate: 

 collaboration with the Office of Risk Management & Compliance 
(“ORMC”) to assist in the quarterly reporting of risks, including risk 
registers, risk assessment and treatment plans; 

 collaboration with ORMC on risk management workshops/trainings 
at the local levels; and 

 promotion of local risk management awareness activities.  

Risk Management 
Steering Committee  

The Risk Management Steering Committee (“RMSC”) is accountable for 
ERM as defined in its terms of reference. The RMSC is facilitated by the 
Chief Risk Officer. 

Risk Management Local 
Committee 

 

The RMLC is accountable for ERM as defined in its terms of reference. 
The RMLC is facilitated by the respective Risk Representatives reporting 
to the Risk Owners. RMLC will report significant risks to RMSC through 
Chief Risk Officer. 

Chief Risk Officer 

(Office of Risk 
Management & 
Compliance) 

The Chief Risk Officer reports to the Deputy President of Administration 
(DPA) and is accountable to the DPA, President and the Risk 
Management Steering Committee for the implementation of this ERM 
Policy and Framework by:   

 facilitating the assessment of enterprise risks; 

 developing a risk register for the University which includes 
prioritized risks; 

 facilitating the development of appropriate risk responses;  

 defining risk mitigation processes and measures and monitoring 
effectiveness;   

 facilitating action in those areas where improvements are required; 
and  

 facilitating independent assessments or checks on the 
implementation of ERM efforts (e.g. independent assessment on 
residual risks and treatment plans) when necessary. 

The Chief Risk Officer reports regularly on the status and adequacy of 
ERM at the University. On matters the Chief Risk Officer believes 
requires governance oversight, he will report to the Chair of RMSC. 

All Staff Responsible for effective management of risk including the identification 
of potential risks. 
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3. ENTERPRISE RISK MANAGEMENT FRAMEWORK (“ERM FRAMEWORK”)

Background 
 
Committed to establishing an organisation that ensures risk management is a core 
capability and an integral part of all university activities, the University has developed 
an ERM Framework to manage change and uncertainty. The ERM Framework is a 
universally applied process that allows for a common risk language, risk identification 
and risk response methodology to be used across the University. This framework 
supports the University’s ERM Policy and offers the process, tools and methods for full 
implementation of ERM throughout the University. The ERM Framework assists the 
major clusters in achieving the University’s strategic objectives by adopting a 
systematic approach to evaluating and improving the effectiveness of risk 
management and control. 
 

NUS ERM Framework’s Vision, Mission and Goals 
 
NUS is committed to establishing a dynamic and robust risk management function as 
an integral part of all university activities and a core capability. Effective risk 
management is essential to the continued growth and success of the University. 
 
Vision: 
To be a trusted business and governance partner in the sustainable creation, 
optimization and protection of the University’s overall enterprise value through a best-
in-class risk and governance system. 

 
Mission: 
Instill and embed proactive risk culture within the University that is complemented by:
    

• a comprehensive and robust risk management and governance framework; and 
• a structured methodology and approach in anticipating, identifying, assessing, 

prioritizing, treating, monitoring and responding to the portfolio of risks across 
the organization. 

 
This is further underpinned by robust risk governance and effective policies and 
processes to enable effective execution and implementation. 
 
Goals: 
(1) Define risk management strategies with clear accountabilities and action steps for 

building and executing risk management capabilities and improving them 
continuously. 

(2) Identify both Strategic Risks that impact the university in the longer term and 
Operational Risks that can be pre-empted and prevented, and/or recovery-centric 
in case of incidents and events.   
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(3) Design and execute a enterprise-wide risk management process integrated with 
our strategic management process; 
 Integrate risk management with our strategy formulation and planning 

processes; 
 Articulate our strategies so that they are understood throughout our 

organization; 
 Establish Key Performance Indicators (KPI) designed to drive behaviours 

consistent with our strategy; and 
 Reward effective articulation and management of risks. 

(4) Ensure that process ownership questions are addressed with clarity so that roles 
and responsibilities including accountabilities are properly understood. 

(5) Design and execute an enterprise-wide process to monitor and reassess the top 
quartile risk profile and identify gaps in the management of those risks, based upon 
changes in objectives and in the external and internal operating environment. 

(6) Continuously monitor the information provided to decision-makers in order to assist 
them as they manage key risks and protect the interests of the key stakeholders.
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3a. NUS RISK MANAGEMENT PROCESS 
 
ERM Framework 
 
Our ERM process is adapted from COSO’s ERM Integrated Framework. Figure 1 
displays the University’s ERM Framework. This framework is comprehensive, spanning 
across all decision making processes of the University as well as its entire 
organisational structure. In addition, the framework is enhanced by the Three Lines of 
Defence (“3LOD”) Model as described in Section 3d – Risk Validation Framework. 
This is necessary in view of the VUCA environment in which NUS operates in both the 
current and future context. Strategic Risks, Predictive Risks Analysis and Pre-emptive 
Risk Strategies are keen considerations in the design of the enhanced 3LOD model. 
Digital Solutions and tools are important elements in the Operational Risk 
Management platform.      
 
COSO stands for “Committee of Sponsoring Organizations” and is a voluntary private-
sector organization dedicated to improving the quality of the financial reporting through 
business ethics, effective internal controls and corporate governance. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 
 

Figure 1 
Enterprise Risk Management Framework 

 
 
The top face of the cube in Figure 1 indicates that ERM spans across the University’s 
decision making processes both strategically and in its day-to-day operations. ERM 
is also integrated into the University’s reporting structure and all that it does to meet 
compliance.  
 
The right hand side of the cube demonstrates that ERM is considered at the 
institutional level as well as throughout all levels of the University.  
 
The eight interrelated components represented on the front face of the cube form the 
basis for establishing and putting ERM into practice at the University.  Each component 
is described in more detail as follows: 
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a. Internal Environment comprises the University’s history, culture, values, 
organizational structure, strategy, policies and procedures. It forms the foundation 
for defining the University’s risk approach and risk appetite. 

b. Objective Setting is the process of determining the strategic objectives for the 
University and its risk strategy. The University’s risk tolerance and the alignment 
between its risk appetite and its objectives form part of the overall University 
strategy. 
Internal Environment and Objective Setting are the foundation work of the 
University’s ERM process. During this process, we determined the ERM Policy and 
Framework to be used across the University. 

 

 
A) ERM Policy 
 

B) ERM Framework 

• Highlighted the objectives & directions of 
the University. 

• Listed the roles & responsibilities of each 
function. 

 

Set the following common language:- 
(i) Risk Terminology (i.e. words used) 
(ii) Risk Methodology (i.e. the process) 
(iii) Risk Analysis Tools (Tables 1 – 5) 

 

c. Event and Trend Identification describes the developments that are either 
internal or external to the University that could significantly affect its ability to 
meet its strategic objectives, either positively or negatively. In order to ensure that 
the full scope of the University is considered, event and trend identification is 
conducted broadly engaging a cross-section of University members. 

The ways of identifying risks and commonly used techniques and examples of the 
Categories and Sources of Risks are listed in Appendix A as a guide to risk 
identification.   

Risk identification is the first step which Risk Owners/ Representatives at each 
level of the University structure undertake  before the actual risk assessment 
process. Risk Owners/ Representatives are to note the range of risks that may 
affect a particular new or existing project or operational activity. This step forms 
the basis of the Risk Register (Appendix B).  

After risk identification, the risks will be classified into Tier 1, Tier 2 and Tier 3 risks 
for management of the risk at the relevant level.  The Classification of Tier 1, Tier 
2 and Tier 3 risks (including a schematic diagram of the Classification) is listed in 
Appendix C. 

 
d. Risk Assessment describes the extent to which potential events and trends might 

affect University objectives. Events and trends are assessed by two criteria – 
impact and likelihood. Risk assessment can be done by qualitative and/or 
quantitative methods. Inherent and residual risk assessments are employed. 
Both positive and negative impacts of events should be examined. A catalogue of 
the full spectrum of risks, with impacts and likelihoods assessed, forms the 
University risk register. 
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Having identified the risks, Risk Owners/ Representatives should then assess 
these risks.  Risk assessment can be done by using the following Risk Analysis 
Tools:-  

 
 

Table 1 - Definitions of Risk Impact levels 
 
Level of Impact 
 

Definitions 

1) Insignificant Event is noticeable but is manageable within the faculty/ department. 

2) Minor Event resulted in little damage with minor loss of reputation but requires 
careful management by faculty/ department. 

3) Moderate Event resulted in some damage.  
Event has some effect on reputation  that may require Management’s 
attention. 
 

4) Major Event resulted in substantial damage. 
Event has detrimental effect on reputation  that involves adverse media 
coverage. 
Event requires escalation to Management for attention immediately. 
 

5) Critical Event is severely detrimental to the reputation and viability of the 
University, and/or potentially involves litigation or query from Ministry of 
Education (MOE). 
Loss of life or serious injury. 
 

 
 
 

 Table 2 - Definitions of Likelihood levels 
 
Level of 
Likelihood 
 

Definitions 

1) Remote Event may occur only in exceptional circumstances, e.g. 1% chance 
of occurring in the next 12 months (or once in every 10 years). 
  

2) Unlikely Event could occur at some time, e.g. 10% chance of occurring in the 
next 12 months (or once in every 5 – 10 years). 

3) Moderate Event should occur at some time, e.g. 25% chance of occurring in the 
next 12 months (or once in every 2 – 5 years). 
 

4) Likely Event will probably occur in most circumstances, e.g. 55% chance 
of occurring in the next 12 months (or once in every 1 – 2 years). 

5) Almost Certain Event is expected to occur in most circumstances, e.g. 90% chance 
of occurring in the next 12 months (or event is expected to occur within 
a year). 
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Table 3 - Risk Assessment Matrix 
The combined scores on a 5 x 5 Risk Assessment matrix using Impact level & Likelihood of 
occurrence will give scores ranging from 1 to 25 depending on the severity of the risk. These 
numbers are indicative; the process is not an exact science but most importantly to assist risk 
owners in thinking and rating the risk. 

  
Impact Insignificant 

(1) 
Minor 

(2) 
Moderate 

(3) 
Major 

(4) 
Critical 

(5) Likelihood 
Almost Certain 

(5) 

Moderate 
(5) 

High 
(10) 

High 
(15) 

Extreme 
(20) 

Extreme 
(25) 

Likely 
(4) 

Low 
(4) 

Moderate 
(8) 

High 
(12) 

Extreme 
(16) 

Extreme 
(20) 

Moderate 
(3) 

Low 
(3) 

Moderate 
(6) 

Moderate 
(9) 

High 
(12) 

High 
(15) 

Unlikely 
(2) 

Low 
(2) 

Low 
(4) 

Moderate 
(6) 

Moderate 
(8) 

High 
(10) 

Remote 
(1) 

Low 
(1) 

Low 
(2) 

Low 
(3) 

Low 
(4) 

Moderate 
(5) 

  
 

Table 4 - Risk Level Rating 
The scores will then give the following Risk Level Ratings which will assist the Risk Owners/ 
Representatives to take appropriate actions:  

  
 Risk Level Action/ Response for Residual Risks 

Extreme (16 – 25) 
Immediate action required by RMSC; risk may require escalation to 
the Board. Such risk should be constantly monitored & reviewed 
monthly. 
 

High (10 – 15) Risk to be escalated to RMSC. Such risk should be constantly 
monitored & reviewed quarterly. 

Moderate (5 – 9) Risk to be escalated to RMLC. Such risk should be monitored & 
reviewed 6 monthly. 

Low (1 – 4) Risk to be managed by respective Head of Department/Faculty. 
Low risk should be reviewed at least annually. 

 
Having gone through the Impact, Likelihood and Risk Assessment Matrix, the Inherent Risk 
Assessment of the identified risks should be recorded in the Risk Assessment Template (Appendix 
D).  

 
Inherent assessment is the assessment of an event before taking into consideration any of its 
current controls. 
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Table 5 - Control Effectiveness Rating 
In order to obtain a Residual risk assessment result, Risk Owners/ Representatives are required 
to list down the current controls and give a rating for each control using the Control Effectiveness 
Rating Table.  

  
Definitions of Control Effectiveness Rating levels 

 
Level of Control 
Effectiveness Rating 
 

Definitions 

1) Fully Effective All controls to mitigate potential Critical or Major risk 
processes are assessed to be fully adequate, effective 
and sustainable, with no perceived material weaknesses 
or development needs. 
 

2) Largely Effective Key controls in place to mitigate potential Critical or Major 
risk processes are assessed to be essentially adequate, 
effective and sustainable, with few if any material 
weaknesses or development needs. 
 

3) Limited Effectiveness Material weaknesses or development needs are identified 
in some key controls to mitigate potential Critical or Major 
risk processes. Plans to support resolution are well defined 
and being implemented. 
 

4) Developing Effectiveness Material weaknesses or development needs are identified 
in a number of key controls to mitigate potential Critical or 
Major risk processes. Plans to support resolution are in 
place but in the relatively early stages of execution. 
 

5) Ineffective Major weaknesses are identified across key controls to 
mitigate potential Critical or Major risk processes. No clear 
plans to address these in an acceptable timeframe. 
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e. Risk Response is assessed for each risk event and trend by considering the 
University’s risk tolerance. Typical risk responses considered for a risk event 
include avoidance, reduction, transferring, sharing, or acceptance. 

 
Based on the results of the Residual Risk Assessment, Risk Owners/ Risk 
Representatives are required to select an appropriate risk response and record 
the decision into Risk Assessment Template (Appendix D).  

 
The following risk response can be used: 

 
 Terminate - identifying actions to eliminate the risk such as withdrawing from 

the activity.  

 Accept - when the impact and likelihood are low, or when it would be too 
expensive to reduce/ mitigate a risk.  

 Reduce - taking action to reduce/ mitigate either the impact or likelihood of the 
risk. 

 Transfer - transferring the risk to a third party, e.g. insurance.  
 

At this point, Risk Owners/ Representatives can consider and record the 
opportunities that might be missed if the choice is to withdraw from the activity. 

 

f. Control Activities include the policies, procedures, reporting and initiatives 
performed by the University to ensure that the desired risk response is carried 
out. These activities take place at all levels and functions of the University. 

 
This is where we assess if the chosen Risk Response/ Treatment Plan are 
effectively implemented. Having chosen a particular Risk Response/ Treatment 
Plan, Risk Owners/ Representatives should assess if the Risk Level Rating has 
been shifted to an acceptable level. 

 

g. Information and Communication regarding risk management is identified, 
captured and communicated broadly to enable all personnel to deliver on their 
responsibilities. 

 

h. Monitoring refers to managing risk in the course of day-to-day operations. 
Periodic evaluations where management defines the scope, methodology and 
frequency are done to ensure currency of information in the University’s risk 
register. Modification should be made when necessary.  

Risks may be monitored via Key Risk Indicators (KRIs).  A Key Risk Indicator is a 
measure used in risk management to indicate how risky an activity is.  Key Risk 
indicators may be: 

 ‘leading’ indicators which provide an early warning signal to alert risk owners 
to take proactive action; they are usually cause-related; 
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 ‘lagging’ indicators which provide a backward-looking view on events or 
incidents which have occurred so that lessons and trends can be learned from 
the past; they are usually loss-related; and/or 

 ‘control failure-related’ indicators which provide indication on potential failures 
or lapses in controls. 

When setting up the monitoring process, it is important to select Key Risk Indicators 
which meet the SMART (Specific, Measurable, Attainable, Relevant and Timely) 
criteria.  

Please refer to NUS KRI Dashboard (Appendix E) for the dashboard format. 
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3b. NUS RISK REPORTING PROCESS – Risk Reporting Activities 
 
The risk reporting activities outline the approach and responsibilities for the undertaking of each step in the Risk Management Process: 
 

STEP ACTIVITY SCHEDULE DOCUMENTATION TOOLS 
WHO IS 

RESPONSIBLE 
NUS RM PROCESS 

(PICTORIAL) 
 

1. Internal  Environment 
2. Objective Setting 

 
a) Set objective to be align with the University’s Mission, Vision & Goal.         
b) Determine the ERM Policy, ERM Framework & Risk Analysis Tools.  

 
-  

 
RMSC / ORMC 

 

 
3. Event Identification 

 
a) Identify risks (what, why and how risk and opportunity can arise as the  
    basis for future analysis). 
b) Capture identified risks in Risk Register. 

 
Risk Register (Appendix B) 

 
Risk Owners / Risk Reps 
(with guidance from 
ORMC) 

 

4. Risk Assessment 

 
a) Analyzed identified risks to form a basis for determining how these risks  
    should be managed. 
b) Risk assessment is measured by Impact & Likelihood of occurrence 
    &  Risk Assessment Matrix gives the Risk Level Ratings. 

 
Impact Likelihood 
 
Insignificant 
Minor 
Moderate 
Major 
Critical 

 
Remote 
Unlikely 
Moderate 
Likely 
Almost Certain 

 
c) Record Inherent risk assessment outcome in Risk Assessment Template. 
d) Evaluate Control Effectiveness Rating & record Residual risk assessment 
outcome in Risk Assessment Template. 

 
 

 
Risk Assessment Template  
(Appendix D) 
 
Risk Impact Levels (Table1); 
Likelihood Levels (Table 2); Risk 
Assessment Matrix (Table 3);  
Risk Level Rating (Table 4);  
Control Effectiveness Rating (Table 5) 

 
Risk Owners/ Risk Reps 
(with guidance from  
ORMC) 

 

5. Risk Response/ Treatment 
Plan 

 
a) Evaluate possible treatment plan for identified risks (Terminate, Accept, 
    Reduce or Transfer)  
b) Record results in Risk Assessment Template & Risk Register.  

 
Risk Assessment Template (Appendix 
D)  
 

 
Risk Owners/ Risk Reps 
(with guidance from ORMC) 

 

 
 
 
 
 

6. Control Activities  Ensure risk responses/ treatment plan are effectively carried out. 

 
Quarterly Update of Risk Assessment 
Template 

ORMC (at University Level) 
/ Risk Owners & Risk Reps 
(with guidance from ORMC, 
at local level ) 

 

7. Information &  
    Communication 

Identify, capture & communicate relevant information to enable respective risk 
owners to carry out their responsibilities. 

 
Risk Register & Risk Assessment 
Template 

Risk Owners/ Risk Reps 
(with guidance from ORMC) 

 

8. Monitoring The entire risk management activity is constantly under monitoring and review. 
Modifications should be made when necessary. 

 
Quarterly Review / Minutes / Risk  
Dashboard RMSC / RMLC 

 

Likelihoo
d Table 

Risk 
Assessment 

Matrix 

Risk Assessment 
Template 

Impact 
Table 

Select Treatment 
Plan:  
(i) Terminate (End of 
Assessment) 
(ii) Accept  
(iii) Reduce 
(iv) Transfer  
[for (ii) to (iv), list 
Action Plan & Target 
Completion Date] 

Risk Register 
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  3c. RISK ANALYSIS TOOLS 
The impact table should be used in conjunction with the likelihood table, as part of the risk assessment process, to determine the level of risk. The impact table serves as a guide to assess the 
impact of a risk event that will affect the University’s objectives as a whole. 
Table 1: Risk Impact Definitions and examples of Impact / Consequence Factors (that are non exhaustive and should be used as a guide only) 
Level of 
Impact 

Insignificant  
(1) 

Minor  
(2) 

Moderate 
 (3) 

Major 
 (4) 

Critical  
(5) 

 
 
 
 

 
Event is noticeable but is 
manageable within the faculty/ 
department/ RIC. 

 
Event resulted in little damage 
with minor loss of reputation 
but requires careful 
management by faculty/ 
department/ RIC. 

 
 Event resulted in some damage. 

 
 Event has some reputation effect 

that may require Management’s 
attention. 

 
 Event resulted in substantial damage. 
 Event has detrimental reputation effect 

that involves adverse media coverage.  
 Event requires to be escalated to 

Management’s attention immediately. 

 
 Event is severely detrimental to the reputation 

and viability of the University, and/or potentially 
involves litigation or query from Ministry of 
Education. 

 Loss of life or serious injury. 

Financial 
(Quantitative) Financial loss of < 1% of total annual 

budget. 
( < $10m ) 

Financial loss of > 1% to < 4% 
of total annual budget.  

( $10m - $40m ) 

Financial loss of > 4% to < 6% of 
total annual budget. 

( > $40m - $60m ) 

Financial loss of > 6% to <10% of total 
annual budget.  

( > $60m - $100m ) 

Financial loss of > 10% of total annual budget. 
( > $100m ) 

 
 
 
 
Operational 
(Quantitative) 

a. No loss of information assets; not 
affecting staff & students in daily 
operation at a crucial period. 
 
b. Insignificant financial loss to 
physical assets. 
 
c. 30min of interruption to the 
University’s mission critical functions 
or applications. 

a. Affect < 25% of 
information assets, staff & 
students in daily operation at 
a crucial period. 
 
b. Minor financial loss to 
physical assets. 
 
c. 8 hours of interruption to 
the University’s mission 
critical functions or 
applications. 

a. Affect >25% to < 50% of 
information assets, staff & students 
at a crucial period. 
 
b. Moderate financial loss to 
physical assets. 
 
c. 8 – 12 hours of interruption to the 
University’s mission critical 
functions or applications. 

a. Affect >50% to < 80% of information 
assets, staff & students at a crucial 
period. 
 
b. Major financial loss to physical 
assets. 
 
c. 12 – 24 hours of interruption to the 
University’s mission critical functions or 
applications. 

a. Affect >80% of critical information assets or 
systems, staff & students at a crucial period. 
 
b. Critical financial loss to physical assets. 
 
c. > 1 day of interruption to the University’s 
mission critical functions or applications. 

 
 
 
 
Operational 
(Qualitative) 

a. Minimum or no injury to personnel 
or public. 
 
b. Remedial orders by regulators. 
 
c. Loss of staff at support level. (e.g. 
MA, OA, Spa). 
 
 
d. Loss of public information or data. 

a. Minor injury to personnel or 
public (superficial wounds). 
 
b. Temporary stop work order 
by regulators 
 
c. Loss of staff at junior level 
management (e.g. Managers, 
Executives). 
 
d. Loss of NUS Internal 
information or data that has 
less significant impact. 

a. Major injury to personnel or public 
(minor surgery required). 
 
b. Prolonged stop work orders by 
regulators. 
 
c. Loss of staff at middle level 
management (e.g. Deputy Directors, 
Senior Associate Directors, 
Associate Directors). 
 
d. Loss of NUS Internal information 
or data that has significant impact. 

a. Major injury to personnel or public 
(surgery and extensive hospitalization 
required). 
 
b. Suspension / revocation of operational 
license. 
 
c. Loss of staff at management level (e.g. 
Heads of Academic/ Admin/ RIC and key 
faculty and researchers). 
 
d. Loss of NUS Restricted information or 
data. 

a. Death or serious injury to NUS personnel or 
public (intensive care required, impairment to 
health or body resulting in inability to work/ 
lifetime handicap). 
 
b. Loss of Senior Management of NUS (e.g. 
President, DPs, Deans, VPs). 
 
d. Loss of NUS Confidential information or data. 

 
 
 

Damage to 
Reputation 
(Qualitative) 

 Verbal complaints. 
 
 
Letter of advice from 
regulators. 

Written complaints received at 
department, faculty level or RIC. 
 
Warning letter from regulators. 
 

a. Negative media reports or articles 
 
b. Negative comments or complaints 
written to the forum page. 
 
c. Drop in ranking in local/regional 
publications 
 
Regulatory fines. 

a. Loss of brand capital 
 

b. Severe damage to NUS reputation 
 
c. Require attention from Government 
authorities 
 
d. Legal suits resulting in less than favorable 
actions with respect to NUS 

Impact 
Definitions 
 

Impact 
Factors 
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3c. RISK ANALYSIS TOOLS 
 
 
Table 2: Likelihood of Occurrence / Probability 
 

Probability Event Likelihood in  
next 12 months 

Probability of 
Occurrence 

Remote 1 

 
Event may occur only in 
exceptional circumstances 
(or once in every 10 years). 
 
 

 

e.g. 1% 

Unlikely 2 

 
Event could occur at some 
time (or once in every 5 - 10 
years). 

 

e.g. 10% 

Moderate 3 

 
Event should occur at some 
time (or once in every 2 - 5 
years). 

 

e.g. 25% 

 
Likely 

 
4 

 
Event will probably occur in 
most circumstances (or 
once in every 1 - 2 years). 

 

e.g. 55% 

Almost 
Certain 

5 

 
Event is expected to occur 
in most circumstances (or is 
expected to occur within a 
year. 
 
 
 
 
  

 
 

e.g. 90% 
 

 
 
 
 
 
 
 
 

 
 
 
 
Table 3: Risk Assessment Matrix (Assessment of Risk Appetite) 
 

Impact Insignificant 
(1) 

Minor 
(2) 

Moderate 
(3) 

Major 
(4) 

Critical 
(5) Likelihood 

Almost Certain 
(5) 

Moderate 
(5) 

High 
(10) 

High 
(15) 

Extreme 
(20) 

Extreme 
(25) 

Likely 
(4) 

Low 
(4) 

Moderate 
(8) 

High 
(12) 

Extreme 
(16) 

Extreme 
(20) 

Moderate 
(3) 

Low 
(3) 

Moderate 
(6) 

Moderate 
(9) 

High 
(12) 

High 
(15) 

Unlikely 
(2) 

Low 
(2) 

Low 
(4) 

Moderate 
(6) 

Moderate 
(8) 

High 
(10) 

Remote 
(1) 

Low 
(1) 

Low 
(2) 

Low 
(3) 

Low 
(4) 

Moderate 
(5) 

 
 
Table 4: Risk Level Ratings: Actions/ Response 
 
Risk Level Action/ Response for Residual Risks 

Extreme (16 – 25) 
Immediate action required by RMSC; risk may require escalation to 
the Board. Such risk should be constantly monitored & reviewed 
monthly. 
 

High (10 – 15) 
Risk to be escalated to RMSC. Such risk should be constantly 
monitored & reviewed quarterly. 
 
 

Moderate (5 – 9) 
Risk to be escalated to RMLC. Such risk should be monitored & 
reviewed 6 monthly. 

Low (1 – 4) Manage risk by respective Head of Department/ Faculty. Low risk 
should be reviewed at least annually. 
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3c. RISK ANALYSIS TOOLS 
 

 
Table 5: Control Effectiveness Rating 
 
Effectiveness Rating Criteria 

Fully Effective 1 All controls to mitigate potential Critical or Major risk processes are assessed to be fully adequate, effective and 
sustainable, with no perceived material weaknesses or development needs. 

Largely Effective 2 Key controls in place to mitigate potential Critical or Major risk processes are assessed to be essentially adequate, 
effective and sustainable, with few if any material weaknesses or development needs. 

Limited 
Effectiveness 3 Material weaknesses or development needs are identified in some key controls to mitigate potential Critical or Major 

risk processes. Plans to support resolution are well defined and being implemented. 

Developing 
Effectiveness 4 Material weaknesses or development needs are identified in a number of key controls to mitigate potential Critical or 

Major risk processes. Plans to support resolution are in place but in the relatively early stages of execution. 

Ineffective 5 Major weaknesses are identified across key controls to mitigate potential Critical or Major risk processes. No clear 
plans to address these in an acceptable timeframe. 
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3d. RISK VALIDATION FRAMEWORK

 

Key Risk Validation Factor* 
 
Internal & External Context: 
 
Internal Context: 

• Management Concern 
• Audit Findings 

 
External Context: 

• Political 
• Economic 
• Social 
• Technological 
• Legal 
• Environmental 

 
The above are significant examples but are not exhaustive 
 
*Applicable to most stages of the Risk Management Process 

Other Risk Validation Tools 
 
 Risk Likelihood 

 
 Risk Impact 

 
 Inherent Risk Rating Level 

 
 Current Controls  

 
 Control Effectiveness Rating 

 
 Residual Risk Rating Level 

 
 Action Plan status  

 
 Key Risk Indicator (KRI) trigger 

 
 

Risk Validation Framework 

Objective: The Risk Validation Framework is intended as a guide to Risk Owners and Risk Representatives  
on the validation of the Risk Management Process namely (i) Risk Identification, (ii) Risk Assessment,  
(iii) Risk Treatment and (iv) Risk Monitoring and Reporting. 
 
Validation: Assessment of an action, decision, plan or transaction to establish that it is correct, complete,  
being implemented (and/or recorded) as intended and delivering the intended outcome. - BusinessDictionary.com 
 
Risk Management Process: A process that systematically applies management policies, procedures, and practices to a set 
of activities intended to establish the context, communicate and consult with stakeholders, and identify, analyze, evaluate, treat, 
monitor, and review risk. – ISO 31000 
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Risk Validation Framework 

1. Risk Identification 
Validate using: 

a)  Internal/External context  
b)  Risk Impact  
c)  Risk Likelihood  
d)  Inherent Risk Rating Level 

 

2. Risk Assessment 
Validate using: 

a)  Internal/External Context 
b)  Causes 
c)  Consequences 
d)  Current Controls 
e)  Control Effectiveness Rating 

 

3. Risk Treatment 
Validate using: 

a)  Internal /External context 
b)  Residual Risk Rating Level 
c)  Risk Treatment Option 

    Terminate 
    Accept 
    Reduce  
    Transfer 
 

4. Risk Monitoring & Reporting 
Validate using: 

a)  Action Plan Status 
b)  Key Risk Indicator (KRI) 

trigger 
 

Risk 
Management 

Process 

Action Plan 

Residual Risk 
Rating Level 

Review 
Residual Risk 
Rating Level 

Risk Register 

1. Risk 
Identification 

2. Risk 
Assessment 

3. Risk 
Treatment 

4. Risk 
Monitoring & 

Reporting 
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3d Risk Validation Framework 
 

 
 
The Three Lines of Defence (3LOD) Model is enhanced with the Disruption nature of 
the VUCA environment in consideration of the evolving risk landscape in today’s 
environment. The Dynamic section is a new addition to the 3LOD model to assist in 
sentiment and also predictive analysis for pre-emptive Strategic Risk mitigations. 
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3e. DEFINITIONS AND REFERENCES 
 
(I) Definitions 
 
Enterprise Risk Management 
Is “a process, affected by an entity’s board of directors, management and other 
personnel, applied in strategy setting and across the enterprise, designed to identify 
potential events that may affect the entity, and manage risk to be within its risk appetite, 
to provide reasonable assurance regarding the achievement of entity objectives” COSO 
 
 
Risk 

a. In the context of COSO’s ERM Integrated Framework, risk is “the possibility 
that an event will occur and adversely affect the achievement of objective.” 

 
b. In the context of the generic Australian/ New Zealand Standard: 

AS/NZS4360:2004, risk is defined as “the change of something happening that 
will have an impact on the organization achieving its business objectives.” 

 
Impact / Consequence 
The result or an effect of an event. 
 
Likelihood / Probability 
Factors that measure or indicate the frequency or probability of a risk event occurring. 
 
Inherent Risk 
Events or conditions that will prevent or impede the achievement of objectives before 
taking into consideration any controls that might alter the risk’s impact or likelihood.  
 
Residual Risk 
The assessment of an event or condition after taking into consideration the 
effectiveness of controls and/or treatment plans.  
 
Risk Register 
A record of risks, risk assessments, risk mitigations, and action plans prepared by the 
responsible parties that help support the overall Enterprise Risk Management and 
controls disclosure reporting process. 
 
Risk Appetite 
Is “the amount of risk, on a broad level, the University is willing to accept in the 
pursuit of its mission & vision”.  
 
Risk Tolerance 
Is “the acceptable level of variation relative to the achievement of objectives”. 
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Risk Treatment 
Process of selection and implementation of measures used to modify the event or 
condition within the University’s risk tolerance (i.e. terminate, accepts, reduce or transfer).  
 
Risk Dashboard 
Is “a periodically reported summary of the University’s risks, showing the ‘indicators’ 
or ‘measures’ of each risk event. 
 
(II) References 

• COSO Enterprise Risk Management – Integrated Framework - September 2004 
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Appendix A 
 
 
A Guide on Risk Identification  
Risk Identification: Process of recognizing, finding and describing risks (ISO 31000 risk vocabulary) 
 
Ways to identify risks: 

1. By polling management the issues / key concerns that are keeping them up at night 
2. By looking at audit findings / recommendations 
3. By looking at significant internal / external events  

e.g. Management changes, economic downturn, etc 
4. By looking at organization/cluster/department objectives and what may prevent 

you from achieving them 
5. By forecasting worst-case scenarios that may happen 
6. By looking at common risk categories to see if there are any risk events of concern 

e.g. Financial/investment risks, operational risks, safety risks, HR risks, IT risks, 
Reputation Risk, etc)  

7. By looking at assets at risk 
e.g. Branding/image, people, etc 

8. By looking at business processes at risk  

Techniques: 
1. Referring to existing risk checklists or online resources 
2.  Brainstorming 
3. Interviewing stakeholders 
4. Self-assessment 
5. Cross-functional teams 
6. Focus Groups 
7. SWOT analysis 
8. Questionnaires & Surveys 
9. Near miss/Incidents record 
10. Scenario analysis 

 
The above list is intended as a guide to risk identification and is not exhaustive. 
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Appendix A 
 
A Guide on Categories of Risk and Sources of Risks                                                                
 

Strategic Risks Political Risks Operational Risks Regulatory/ Legal Risks Financial Risks Natural Risks 
 

Risks associated with the 
high level goals, 
objectives & strategies of 
the University.  
 
 

Risks associated with 
changes in political 
structures or government 
entities. 
 
 

Risks associated with the 
functions & activities of the 
University which are 
undertaken on a daily basis.  
 

Risks of litigation, fines, 
penalties & regulatory action 
through breaches of and/ or 
non-compliance with the 
legal framework in which the 
University must operate. 
 
 

Risks connected with the 
financial systems, financial 
structures & the 
transactions undertaken in 
the University. 
 
 

Risks that are associated 
with natural hazard 
though some of these 
risks could be caused by 
human involvement.  
 
 

Sources of 
Strategic Risks 

Sources of Political Risks Sources of 
Operational Risks 

Sources of Regulatory/ 
Legal Risks 

Sources of 
Financial Risks 

Sources of 
Natural Risks 

Examples: 
 Competition e.g. new 

tertiary institute, new 
courses. 

 Drop in student in-
take. 

 Managing 
stakeholders’ 
expectation. 

 Projects failed or 
delayed. 

 Loss of key personnel 
and their expertise & 
knowledge. 

 Lack of or inadequate 
succession planning. 

 Stagnant, irrelevant 
curriculum. 

 
 
 

Example: 
 Changes in government 

policies. 
 

Examples: 
 Fraud, embezzlement of 

funds, tangible or 
intellectual property. 

 Non compliance with 
established procedures, 
code of conduct. 

 Fire, explosion, act of 
terrorism, accidents. 

 IT systems failures. 
 Breach of security 

system e.g. virus or 
system hackers. 

 Business continuity/ 
disaster recovery 
planning. 

 Insurance protection. 
 Loss of key personnel to 

competitors. 
 Breakdown in 

governance. 

Examples: 
 Breach of law, 

regulations. 
 Incomplete legal 

documentation. 
 Legal dispute. 

Examples: 
 Changes in sources of 

funds. 
 Fluctuation in value of 

investment. 
 Ongoing liquidity and 

cash management of 
funds.  

Examples: 
 Epidemics, 

pandemics. 

 
Reference source - ‘The Executive Guide to Insurance & Risk Management’  
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Appendix B 
 

 

RISK REGISTER

Appendix B

Risk Ref Risk Issue Date In Register Org Unit Assess. Freq. Freq. Period Validator Risk Category Inherent Risk Level Residual Risk Level

Source : ERM Online Solutions
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Appendix C 
 

Classification of Tier 1, Tier 2 and Tier 3 risks 
 
Tier 1 risks 
 

1. Likelihood of risk occurring and/or impact on organization’s finances/reputation/operations is significant 
2. Typically affects more than 1 cluster, possibly the entire University and even its surrounding community  
3. Identified by cluster as a strategic-level, enterprise-wide key risk and recommended by Chief Risk Officer (CRO) via risk escalation process to be 

monitored at strategic-level as Tier 1 risk 
4. Endorsed by Risk Management Steering Committee (RMSC) as Tier 1 risk 
5. Reported to RMSC quarterly 
6. Monitored by relevant/appointed risk owner e.g. Risk of ill health /injury to personnel 

 
Tier 2 risks 
 

1. Likelihood of risk occurring and/or impact on organization’s finances/reputation/operations though significant at cluster level, may not be significant at 
enterprise-wide/University level 

2. Typically affects individual cluster 
3. Identified by cluster as a significant risk at cluster-level  
4. May be reported at cluster meeting (the mode of reporting, if any, is decided by cluster management) 
5. Monitored by relevant cluster 
6. May be escalated for consideration as Tier 1 risk if impact/likelihood increase to significant level (per University’s likelihood/impact parameters) 

 
Tier 3 risks 
 

1. Likelihood of risk occurring and/or impact on organization’s finances/reputation/operations though significant at Office/Faculty level, may not be 
significant at enterprise-wide/University level 

2. Typically affects individual Office/Faculty 
3. Identified by Office/Faculty as a significant risk at Office/Faculty level  
4. May be reported at Office/Faculty meeting (the mode of reporting, if any, is to be decided by Office/Faculty management) 
5. Monitored by relevant Office/Faculty 
6. May be escalated for consideration as Tier 2 risk if impact/likelihood increase to significant level (per Cluster’s likelihood/impact parameters) 
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Appendix C 
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Appendix D 
 

RISK ASSESSMENT TEMPLATE 
 
 
As at DD-MM-YY 
 Risk Issue : Category : 

Risk Description : Org. Unit 
 
Risk Owner 

Risk Status 

Activity 

Objective 

 

Section A: Risk Assessment 
Causes – should consider Internal Drivers (such as People, Policies & Procedures and Processes) and External Drivers (such as Competition, Changes in Regulations & 
Guidelines). 
Causes Category Category Description 

   

 

Impacts – Consequences are the results of the identified causes. There should be a link between the listed consequences and identified causes. 
Impact Category Category Description 

   

 

Current Control for listed Causes: 

 

Inherent Impact: Inherent Likelihood: Inherent Risk Level Rating: Overall Ctrl Effectiveness Rating: 

Previous Residual Impact: Previous Residual Likelihood: Previous Residual Risk Level Rating: As at: 

Current Residual Impact: Current Residual  Likelihood: Current Residual Risk Level Rating: As at: 

 
Section B: Choice of treatment and follow-up actions 
Choice of Treatment Action Plans Action Owner Target Completion Date Completeness Progress 
      

      

      
 
Section C: Key Risk Indicators 
Key Risk Indicators (KRI) can be used to provide early warning sign. What are the quantitative or qualitative measurements that can be used to monitor the risk? 
Name Description Frequency Current 

Assessment as at 
    

 
   

 
 

Printed on: DD-MM-YY    HH:MM:SS Page 1 of 1  

 
 

Printed by : Login in ID 
 
 
Source : ERM Online Solution 

   

Note: Format subject to changes 
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Appendix E 

 

Format of NUS KRI Dashboard
DEFINITION THRESHOLD* PREVIOUS 

ASSESSMENT 
STATUS

CURRENT 
ASSESSMENT 

STATUS

CUMULATIVE 
STATUS

Risk KRI Measure Frequency Green Amber Red 16 Mar - 15 Jun 
2011

16 Jun  – 15 Sep 
2011

1 Jan 11 –15 Sep 
2011

* Definition of Threshold and necessary actions:

Red
Immediate action required by RMSC; risk may require escalation to the Board. Such 
risk should be constantly monitored & reviewed monthly.

Amber
Requires attention from RMSC/ RMLC and should be constantly monitored & 
reviewed quarterly.

Green
Manage risk by respective Cluster Head/ Head of Department/ Faculty and should be 
reviewed at least annually. 
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