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Learning the associated jargon,
sorting fact from fiction will help
avoid potential financial losses
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Misinformation, myths and mis-
nomers abound in the world of tech-
nology, frequently amplified on so-
cial media due to a lack of credible
sources.

The emergence of cryptocurren-
cies, and bitcoin in particular, is no
exception, with the promise of fast
fortunes to be made helping to fuel
the speed with which these myths
spread.

Yet misinformation about how a
technology works can hamper its
adoption and use, and expose users
tosignificant risk.

Here are five common bitcoin
myths demystified.

1.BITCOIN TRANSACTIONS
ARE ANONYMOUS

Perhaps one of the most ubiquitous
myths about bitcoin is that it is
anonymous in nature, and hence is
widelyused for illegal activities.

In fact, in any transaction, the ad-
dresses of bitcoin senders and re-
ceivers must be revealed, allowing
law enforcement to easily track and
trace them.

Bitcoin therefore would more ac-
curately be described as pseudony-
mous, since all the transaction
records, including times, amounts
andaddresses, are traceable.

In addition, any illegally acquired
bitcoins have to be eventually
cashed out via real-world transac-
tions typically connected to a
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crypto exchange or a bank account.

Since banks and most of the popu-
lar exchanges follow strict anti-
money-laundering and know-your-
customer laws, these “cash-out”
transactions effectively reveal bit-
coin holders.

2.'"MINERS' ARE
DISCOVERING OR
CREATING BITCOINS

Mining refers to the process of
recording, validating and adding
new blocks of transactions to the
bitcoin blockchain. This process
prevents double spending, secures
the network, and in return incen-
tivises the miners by paying them
for their work with newly created
bitcoins.

The bitcoin code generates 12.5
bitcoins every 10 minutes, awarded
to the miner that is first to validate
the most recent block of transac-
tions. In 2020, this award will re-
duce to 6.25 bitcoins per block, af-
ter which it will then halve every
four years until the supply reaches
amaximum of 21 million.

What this means is that, as more
miners emerge and competition
heats up, the chances of winning
newly created bitcoins will dimin-
ish.

Security of the network notwith-
standing, increasing or decreasing
the number of miners has no influ-
ence on the bitcoin creation
process since all the bitcoin miners
compete for the same reward. But
only one miner can be rewarded at
atime.

Consequently, the miners are not
discovering or creating bitcoins -
the new coins are simply a reward
for securing the network.

Therefore, rather than modern-
day versions of Wild West gold
prospectors, this makes bitcoin min-

Bitcoin - with its logo seen here at the Consensus 2018 blockchain technology
conference in New York City in May - is not discovered or created by "miners”.
Rather, they get new coins as a reward for securing the network. PHOTO: REUTERS

ers more akin to competitive accoun-
tants.

3.BITCOINS ARESCARCE

The perceived gold-like scarcity of
bitcoin stems from the fact that its
computer code will generate bit-
coins at regular intervals until the
total number reaches a maximum
of 21 million bitcoins.

Nevertheless, bitcoin’s code prop-
erties are not rigid and the maxi-
mum coin supply can potentially be
raised by majority consensus
among miners, especially since
newly minted bitcoins are crucial
toincentivise mining.

Furthermore, bitcoin spin-offs
such as bitcoin cash, bitcoin gold,
and bitcoin private - essentially
new currencies — have been cre-
ated by a so-called “fork” in the
blockchain.

These forks result from a radical
change in the protocol, resulting in
a group of miners creating a new

offshoot of the chain.

These forks effectively increase
the supply since they create addi-
tional bitcoin-like currencies. More
importantly, there are already al-
most perfect bitcoin substitutes
available such as litecoin - a
tweaked bitcoin protocol with 84
million coins - effectively increas-
ing the supply.

4.BITCOIN WALLETS

HOLD BITCOINS

While real-world wallets hold real-
world banknotes, crypto-wallets
hold only the keys needed to access
cryptocurrency that itself resides
on the blockchain.

To be able to initiate a transac-
tion, a user needs to know the pub-
lic account address (derived from
the public key) and sign the transac-
tion using the corresponding pri-
vate key, without revealing it.

In this context, wallets are soft-
ware applications that hold the

user’s keys to access their bitcoins.
Since bitcoin is virtual, the balance
does not reside in the wallet but on
the blockchain.

Furthermore, since losing access
to the wallet means losing access to
the monetary value stored on the
blockchain, misplaced private keys
account for a significant fraction of
lost coins.

In 2013, for example, one early bit-
coinminer accidentally threwaway
a hard drive with keys to 7,500 bit-
coins, losing roughly US$65 million
(S$89 million) at current prices.

5.BITCOIN IS IMPOSSIBLE TO HACK

The bitcoin network itself has
never been hacked or compro-
mised, unlike more traditional and
well-established financial plat-
forms such as Swift or Visa.

In fact, bitcoin’s underlying soft-
ware and consensus protocols are
so secure that the closest potential
threat lies in the development of
quantum computing, and even that
remains some time off.

But this is beside the point. Due to
the way bitcoin is transacted, the
real weakness in the system lies
with careless bitcoin owners, in-
competent app developers, poorly
designed cryptocurrency ex-
changes and dishonest crypto com-
panies.

Together, these account for
nearly all of the hacked or lost bit-
coins.

GET YOURINFORMATION STRAIGHT

The rapid emergence of bitcoinand
other cryptocurrencies has beenac-
companied by an explosion of mis-
information about them.

Correcting this and narrowing
the knowledge gap is vital to im-
proving understanding, strengthen-
ing user security and protecting
novices from manipulation and ex-
ploitation.

As with all new technologies,
learning the associated jargon and
sorting fact from fiction are key to
avoiding potentially heavy finan-
ciallosses.
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