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SingHealth
breach may

give privacy
new life

2018 is a bad year for privacy, but it can take a
good turn ifit sparks rethink of privacy issues

Simon Chesterman

For The Straits Times

Reports of the death of privacy are
greatly exaggerated.

This might seeman odd opening
line, with Singapore still reeling
from its worst ever data breach, in
which the personal details of
1.5 million people were stolen from
SingHealth.

Butas the countryrealigns its

to take advantage of the digital
revolution, 2018 could end up being
theyear in which cyber securityis
finally seenas everyone’s problem
—and in which privacyis one of the
things we aim to secure.

For two decades, boosters of
technologyand jaded academics
(myselfincluded) have quoted the
former chief executive officer of
Sun Microsystems, Mr Scott
McNealy, whoinfamously declared
in1999 that privacy was dead and
everyone should just “get overit”.

That was back when MrMark
Zuckerberg was stillin high school
and before Apple had even launched
its firstiPod. The subsequent years
seemed to bear Mr McNealy out:
Governments spied on their people,
corporations vacuumedup their
data,andindividuals seemed happy
toshare their innermost thoughts
with the entire world on social
media. Privacy was dead, buriedand
few seemed to mournit.

Yet 2018 was the year in which
privacy got anew lease oflife. It was
always going to be significant, as
May 25 marked the long-awaited
entryinto force of Europe’s General
Data Protection Regulation (GDPR)
- bringing with it huge fines of up to
€20 million (§$31.7 million) or 4 per
centofacompany’sglobal turnover,

Twomonthsearlier, however, the
GDPRwas upstaged by the
Cambridge Analyticascandal at
Facebook. Suddenly, ruleslike those
inthe GDPR that give usersgreater
control over their personal dataand

i recent breach could have been far
: worse.

i SingHealth remainunclear, though
: Prime Minister Lee Hsien Loong’s

: medical records were specifically

. targeted. Ithas beenreported that

: evidence points towards a state

i actor,which might be good news

. for those whose datawere stolen. A
: stateactorislesslikely touse the

i demographicinformation for

. identity theft than a criminal

i hacker. Iftrue, the intent might

: have been more political than

¢ financial: demonstrating

: vulnerabilities in Singapore’s

: systems and showing that they can
: beexploited.

: answered by the Committee of
¢ Inquiry that will report its findings
i tothe Government by December.

i breach offers auseful opportunity
: toreview how and why publicand
i private databases in Singapore are
¢ linked up and what safeguards need :

¢ the quaintly European “right to be

i forgotten” came to be seen as

: globally important. The changing

: market sentimentled Facebook to

i overhaul privacy settings, part of the :
: reason for its historic drop in share

¢ pricelastweek.

As for Singapore, last month’s

i SingHealthdatabreachcameata :
¢ crucial juncture in the Smart Nation :
: initiative, forcing anoverdue :
i rethink on the tension between

¢ efficiency and security - and,

i perhaps, starting a conversation

: about privacyand trust.

: SMARTER NATION

i Twoyearsago, the Singapore

: Government’s decision to isolate
i more than100,000 computers

i used by public servants from the
¢ Internetwas seen by manyas an
economy and its publicinstitutions :
: the wake of the SingHealth breach,
: itcould be argued that the

i Government did not go far enough.

overreaction and even mocked. In

The first point tonote is that the

The intruders could have stolen

: more sensitive datasuchas detailed :
: medical or financial records,

: ransomware could have been

. installed, records could have been

i deleted or - worst of all - quietly

: amended. Change one patient’s

. blood type, alter another’s allergies,
: varyathird’s medication,and soon. :
: : weakestlink inany security system
. is thevenality and gullibility of its

: humanusers.

The reasons for attacking

Some of these questions may be

In the meantime, the SingHealth

i tobeputin place toprotect them.

The most prominent step has

: been implementing a temporary

. Internet surfing separation policy
. inthe healthcare sector, similar to
: thatusedin many government

i agencies here. This willintroduce
. inefficiencies, with doctorsand

. stafftoggling between devices if

. theyneedaccess to the Internet -
. butunlessalternative measures can ;
: befound toguard against cyber
. attacks, it could well become

: permanent. :
Those alternative measures - such :
: asencryption protocols, firewalls,

: andindustry best practices such as

¢ theISO 27000 family of standards -
: areonlypartly technical. As banks

. andother actors safeguarding

: sensitive information know,and as

hackers these days exploit, the

Surely, one mightargue, it should

: bepossible to train Singapore’s

. well-qualified and well-paid

: officials not to respond to phishing
: e-mails or click on suspicious links?
¢ Apartialanswer is that even the

¢ social media accounts of Twitter

: CEOJackDorseyand Facebook’s

¢ Mr Zuckerberg have been hacked

i inthe past two years.

Hardening defences prioritises

: security over efficiency and will

: mean slowing down the Smart

: Nation drive, at least temporarily,
: thoughitisunlikely to stop.

VERIFY, BUT TRUST

: Thiswould be a missed

i opportunity, however, if the focus
: issolely on security. For the real

: damage inthe SingHealth data

: breachis thatitundermines trust.

Though SingHealth is a private

: entityand will, in due course, be

: investigated by the Personal Data
: Protection Commission (PDPC),
: the Government itselfremains

¢ immune from the legislation

: governing how personal data is

¢ collected, used and disclosed.

The Public Sector (Governance)

¢ Act, passedin January this year,
: nowimposes finesandjail terms for :
: Sodoesall this mean that

: academics (like me) writing about
: the death of privacy were peddling
: “#FakeNews”?

public sector officers who share

: datawithout authorisation. That is
: astepin the right direction, but
: taking fulladvantage of the digital

age — and ensuring public

: confidence - would be helped by

: greater transparency about the full
: range of safeguards that exist,

: including how and why personal

: dataare collected in the first place.

Ofthe 120 or so countries with

: dataprotection legislation,

: Singaporeisinaverysmall group -
: together with Malaysia, Vietnam

: and India - where the relevant

¢ legislation excludes the public

¢ sector entirely.

When Singapore’s law was first

: passedin 2012, then Minister for

: Communications and Information
: YaacoblIbrahimstressed that the

: public sector hasitsown data

: protectionrules, which are “guided
: broadly by the same principles”. As
: thoserules are not themselves

: public, however, the statement

: remains difficultto evaluate.

At the annual Personal Data

¢ Protection Seminar last week,

: Minister-in-charge of Cyber

: Security and Minister for

¢ Communications and Information
¢ S.Iswaranrightly stressed that

: responsible data protectionis a

¢ “whole-of-Singapore endeavour,

: and we each play apart - whether it
: isthe Government, private sector

: orthe people sector —in ensuring

¢ robustpractices to preserve trust in
¢ and among our institutions and
: organisations”.

Moving forward, security and

¢ trust willbothbe importantin

: taking fulladvantage of the

: opportunities presented by the
: digital age.

: PRIVACY REBORN?

Possibly. Yet I think the main

: problem was that we were using
: the wrong metaphor.

Privacyis, obviously, not aliving

¢ thing that can bekilled. Privacy

¢ mightbe better thought ofasakind
¢ of public good, like clean air,

: national defence, or — as some

i economists now argue - health.

Much like privacy, we all claim to

: care aboutour health and yetwe

¢ regularly do things thatundermine
¢ it:We eat fatty foodsand don’t

: exercise enough, some of us drink

: andadeclining number smoke.

We have the freedom to make

¢ such choices, butour freedomis

¢ not absolute because our choices

¢ affect other people. Governments
: around the world enact laws to

: ensure thatfood is ofa certain

¢ standard. At the very least, it

¢ shouldn’t poison you. And,

: increasingly, governments “nudge”
¢ their citizens to do things that are

: good for their health. Eat better;

: exercise more. Extraprecautions

¢ are taken to protect children —

: compulsoryvaccinations and so on.

Itis possible that we could move

¢ inasimilar direction with privacy.
: Insteadof relying on contractual
i provisions that noone (evenalaw
: professor) reads, the public good

9
%

¢ associated with privacy could be

¢ safeguarded throughlaws that

¢ encourage good behaviour as well
: aspunishingbad.

For example, data protection

i impactassessments are presently

: encouraged by the PDPC, but could
i bemade mandatory for

¢ organisationsand public agencies

: alike. Rather thanrelying on the

: nominal consent of users, the onus
: wouldbe on the entity doing the

¢ collecting tojustify why personal

: dataisneeded, how it will be used

¢ and towhom it will be disclosed.

Similarly, special protections for

i childrenhavebeeninplace in the

¢ United States for two decades and

¢ are includedin the new GDPR,

! raising the legal requirements for

i collecting their data. In Singapore,

: thisremainsa guideline, though the
: legislation empowers the

: Government to change this

i throughregulation.

“Never waste a crisis” is a line

: often wrongly credited to Winston
i Churchill. Whoever coined the

: phrase, it holds some wisdom. For
¢ SingHealth, for Facebook, and for

¢ privacy more generally, 2018 may
i bean annus horribilis et mirabilis: a
¢ year both horrible and wonderful.

Horrible for the breaches that

occurred, yet miraculousif those
¢ breachesremindus of the value of
¢ whatwas stolen in the first place.
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