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Privacy
and our
digital

selves

Five years after Singapore first adopted laws
on personal data protection, the pace of the
digital revolution shows no sign of slowing.
Important amendments are now being
considered, with the public asked to submit

their views by Sept 2.

: individual consumers contract with :
¢ organisations thatwish to collect, :
: useand disclose their data.

Simon Chesterman

For The Straits Times

The Prime Minister’s statement

i was timely because the Personal

: Data Protection Act (PDPA) is

: undergoing its first significant

¢ review sinceitsadoptionin2012. A
i consultation paper seeks public

i commenton two key aspects of the
¢ legislation: whether organisations

: should be able to collect, use or

i disclose personal data without the

- ¢ consent ofindividuals, and what

By nextmonth, the lamp posts in
Orchard Roadand in selected
housing estates will be doing more
thanjustilluminating the street.
With cameras and other sensors
installed, they will capture
real-time information on traffic
flow, the environment, pedestrian
movement - and, potentially,
security threats.

Inhis National Day Rally speech
last month, Prime Minister Lee
Hsien Loong mentioned thisasan
example of the Smart Nation
initiatives being rolled out in the
coming months and years.

Smart Nationis only partofa
larger transformation in the way
we interact with the world and each
other digitally. Known loosely as
the “fourth industrial revolution”,
itsimpact on the economyis
already clear: The world’s biggest
taxi service (Uber) owns no
vehicles and thelargest hotelier
(Airbnb) owns no property; the
most comprehensive retailer
(Alibaba) holds no inventory and
the most valuable media company
(Facebook) creates virtually no
content.

Thevital commodity in this new
digital economy is data, especially
personal data. That economic
realityis clear, yet our politics and
laws remain fixed in 20th-century
ideas of countries exercising
jurisdiction over their fenced-off
portions of the planet, while

i companies should do when the
: personal data they hold is lost or
i stolen.

BY CLICKING ON THIS LINK,
: YOU CONSENT

i The foundation of most data

¢ protection laws is consent. In

i theory, when your personal data is

¢ collected, used and disclosed, that

¢ isinaccordance with your

. agreement - often througha

: contractual arrangement with an

: organisation. In practice, of course,
: youjustclick“Iaccept”and geton
¢ with what you wanted to do.

Inany case, youwould be wasting

¢ your time if youread the multi-page
i end-user licence agreements. Not

. evenlaw professors bother to doso.
: The British retailer GameStation

¢ gave us memorable proof of this

: one April Fool's Day, when more

¢ than7,000 people clicked “1

: accept” to terms and conditions

¢ thatincluded the surrender of their
: immortal souls to the company.

¢ (The company later rescinded all

¢ claims, temporal and spiritual.)

As computing becomes

i ubiquitous, the sheer volume of

¢ databeing collected will make this

: artificial notion of consent start to

: seemridiculous. Do wereallyneed

: to“agree” with our phones, the

¢ lamp posts, Wi-Firouters, bus route
: optimisers, autonomous vehicles

: andsoon, so that they can collect

¢ anduse basic personal data?

: ofsuch “agreements” would lead to
: consent fatigue, making it hard for
¢ usto distinguish harmless services
: from selling our immortal soul - or,
¢ worse, exposing ourselves to

: identity theft. Therearealso

: circumstances where consent

: mightnotbe desirable. If datais :
¢ collected to guard againstasecurity :
: threator detect fraud, requiring :
: individual agreement may frustrate
: thatpurpose.

: consent to be “deemed” in limited
: circumstances, or circumvented

: whennecessary in the interests of
: theindividual or foran

: investigation or certain forms of

: research. But this may not cover

: datacollection thatisintended to

: benefitalarger population, for

: example through analysis of

: customer profiles that include

¢ personal data.

: appropriatetorelyinsteadona

: regime of notification and

: accountability. Organisations

: would be obliged to notify

: individuals - such as through an
: appropriate sign - and be

: accountable for collecting, using
: and disclosing personal dataonlyin :
: amanner that will have no adverse
: impact on the individuals

: concerned.
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Evenifwe did, the sheer volume

The 2012 law does allow for

Insome circumstances, it may be

: MrWarren Buffett

: famously said that it takes
i 20yearstobuilda

: reputation and five

: minutestoruinit.In

: today'sdigital economy, a
: reputation canbebuilt

much fasterthanthat-

i Uber, Airbnb, Alibaba and
: Facebookareallunder20- :
: butyou canlosethat
! reputationina

: nanosecond.

That accountability should not

: onlybeinvoked after something

: goeswrong. One possibility is that
: organisations be required to

¢ conducta data protectionimpact

: assessment, putting in place

¢ measures to mitigate the risks that
: come with such an approach.

ONCEMOREUNTO THEBREACH
i But what happens when something
: doesgowrong? Given the volume  :

of personal data being collected,

: breachesarealready depressingly
: common.

We may have sniggered when

: AshleyMadison, the extramarital

¢ affair broker, haditsrecordsleaked
i —revealing that 31 million men

: were, for the most part, chatting

: withbots and notactual women.

: But Yahoorecently disclosed that

: 15billionaccountshad been

: hacked, while in South Korea

¢ nearlyhalf the population had their
¢ credit card details stolen. The

: potential fora data breach toaffect
¢ anyone of us should be clear.

As Singapore’s 2012 law was

. beingdrafted, there were

i suggestions thatitshould includea
¢ requirement thatorganisations

: notify users when a databreach

: occurs. This did not make the final
¢ Billdueinpartto concerns thatit

¢ could be unduly onerous. Sensible
i companies notify their customers
. afteraserious breach anyway -

i often mitigating the impact and in
: some cases the penalty - but

i practice has been inconsistent.

Trivial databreacheshappenall

: thetime: A requirement to notify

¢ everyuser of every breach would be
i akin to the proverbial boy who cried :
¢ wolf. Key questions include what
: threshold should be established

and within what timeframe

i organisations must inform users.

Australiarecently passed

legislation that will require
: organisations to notify affected
¢ individuals as soon as practicable if

: there are reasonable grounds to

¢ conclude thatabreach islikely to

¢ resultin serious harm to them. A

: new European Union regulation

: will similarly require notification of
¢ individuals without undue delay if

: thebreachislikely toresultina

¢ highrisk to their rights and

: freedoms.

Mr Warren Buffett famously said

: thatittakes 20 years tobuilda

: reputation and five minutes to ruin
: it. Intoday’s digital economy, a

¢ reputation can be built much faster
: than that - Uber, Airbnb, Alibaba

: and Facebook areallunder 20 - but
: youcanlose thatreputationina

¢ nanosecond.

Some companies are likely to

¢ complainabout being compelled to
: issue bad news about themselves.

¢ Butthereality is that the market

: punishes data breaches even more
: severely, particularly when they are
: covered up. Yahoo's data breach

¢ putaprice on this, when Verizon

: slashed US$350 million (S$475

¢ million) fromits offer price for

: Yahoo's core Internet business

: after the hack was made public.

: WATCHING THE WATCHERS

: The elephant in the room, of

¢ course, is that none of this will

: apply to the Governmentand its

¢ lamp posts. The PDPA specifically
: excludes public agencies from

: coverage andallows that exclusion
: tobe extended toany statutory

: body.

Government rules governing data

: protection are said to offer “similar
: levels of protection” - but as those

¢ rulesare not themselves public, this
: claimis difficult to evaluate. With

: plans toroll out a new national

: digitalidentity scheme over the

: next three years, the need for trust

: inthe Government’s ability to

: safeguard the data of its citizens

: hasneverbeengreater.

Moves to ensure high levels of

: security in the public sector —

¢ including the extraordinary step of
: isolating hundreds of thousands of
¢ government computers from the

: Internet - show that these issues

: are taken seriously. Even as the

: private sector is being encouraged
: toholditself more accountable to

: regulators and consumers, perhaps
¢ itis time for more transparency

: about the Government’s own

¢ accountability structures in the

¢ handling of personal data.

I've previously written about the

: deathofprivacy (spoiler alert: we

¢ killed it ourselves). Itis telling that

: the PDPA and the new EU

: regulation barely mention that

: word. Such data protection laws are
: best thoughtof not as protecting an
: individual’sintimate thoughts from
: the public gaze, but as managing

: the flow of informationaboutus in

¢ anincreasingly digital world.

AsSmart Nationand the Internet

: of Thingsusher ina proliferation of
: sensors,andas we live increasing

: proportions of our lives online, it is

: time torethink the fundamentals of
: dataprotection law. Otherwise we

: run therisk of using those

: principles the waya drunk usesa

: lamp post - for support, rather than
¢ illumination.
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